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Fraud Protection Checklist
Check Fraud Protection Strategies
Implement positive pay services on all accounts on which you issue checks.
Implement payee validation services on all accounts with positive pay.
Implement reverse positive pay services if you are unwilling or unable to transmit issued check files
to the bank.
Send new check files to the bank or update your check registers online every time new checks are
issued by any of your company’s departments or offices.
Establish payment authorization controls on all depository-only accounts. Set the maximum dollar
limit for checks clearing the account at $0.
Reconcile your accounts daily.
Apply dual controls to check issuance: assign one employee to create checks, another to verify the
checks and send issue files to the bank.
Lock up blank checks, check stock, and signature stamps. Require two keys to open the lock.
Shred unused or outdated check stock before disposing of it.
Verify that your bank has integrated check and electronic payment systems so that checks
converted to ACH appear in reconciliation reports and flow through the positive pay system.
Investigate claims in which a customer claims to have paid a bill, but your files show no record of
the payment. A dishonest employee could have intercepted the check.
Replace check payments with more secure ACH, wire, and card payments.

Electronic Fraud Protection Strategies
Implement ACH debit filters or blocks on all accounts.
Implement dual controls on online payment services including ACH, wire transfer, and foreign
exchange. Require a second person to approve initiated transactions before they are released.
Set authorization limits by dollar amount and account number for each individual user of online
payment services.
Use separate accounts for checks payments and for ACH and wire payments.
Implement Wells Fargo’s Perfect Receivables® service if you have a high volume of ACH and wire
receivables.
Reconcile accounts daily.
Verify that your bank has integrated check and electronic payment systems so that checks
converted to ACH appear in reconciliation reports and flow through the positive pay system.
Return unauthorized ACH debits to your accounts promptly.
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Fraud Protection Checklist - Continued
General Fraud Protection Tips
Know your employees. Perform a credit check and a background check of all new employees who
have access to your accounts, account records, or cash. Telephone at least three references to verify
applicant’s information.
Keep authorizations up to date. When an authorized signatory or approver on your accounts
leaves your company, notify your bank immediately to have the employee name removed from all
authorizations. Conduct an annual audit of all your bank signature cards, funds transfer agreements,
access codes, and other authorizations to ensure they are current.
Know your vendors. Require all changes to vendor payment account numbers to be made in writing
on the vendor’s letterhead and verified with a call to the vendor’s telephone number in your files.
Protect access credentials. Never give out passwords, IDs or other authorization credentials. Should
you receive an email, phone call, or text message purporting to be from your financial institution and
asking for your credentials, it is likely a “phishing” attempt. DO NOT respond to it. Report it to
your financial institution immediately.

TM-2201 05/08 © 2008 Wells Fargo Bank, N.A. All rights reserved. Member FDIC.

wellsfargo.com/com

